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Worldwide IT sécurity spending will reach $86.4B in -
2017, an increase of 7% over 2016.

Source; Gartner, 2016



Worldwide IT seéurity spending will reach $86.4B in -
2017, an increase of 7% over 2016.

s Source: Gartner, 2016

Howevér, only 22% of companies benchmark IT
security spending practices, and many struggle to
track and optimize spend.

Source: SANS Institute, 2016



Cloud security is no longer just IT’s responsibility —
finance must collaborate with IT to adequately track
and control cyber risk.

~ “Improved collaboration among business, digital
~and IT” is the #1 cybersecurity spending priority,
according to PwC.



About Us

‘ Matt Sharp
‘ Chief Information Security Officer

Served for 10+ years as a strategic advisor
to CISOs of Fortune 500 and global
institutions

Former Head of Global Security at Crocs
Certified Cloud Security Professional (CSSP)
AWS Certified Solutions Architect - Associate

logicworks %

We design, build, automate, and
manage enterprise AWS clouds.

& @

Cloud Migration Cloud Automation

O ®

24/7 Management Cloud Security
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Agenda > - | | Iogicworks%

Three sections of the presentation:

1. Are we investing optimally in security today to adequately control
financial risk?

2. What causes deviations in cloud spend? How can security help
control or predict those deviations?

3. How does consumption billing affect financial accountability?
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Financial Risk- | | g Iogicworks%

Q1: Are we investing optimally in security today to adequately control financial risk?
ACTIONS:

« Understand the financial risks of migrating to cloud

* Measure your security spending and benchmark against others
 Collaborate with IT to forecast cloud security spending in the future
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Financial Risk- | | g Iogicworks%

Q1: Are we investing optimally in security today to adequately control financial risk?

Average Cost of Lost or Stolen Record: $225
Average Cost of Lost or Stolen Record, Finance Industry: $336
Average Total Cost of Breach in 2017: $7.36 million (up from $5.4 million in 2013)

Average Lost Business Cost: $4.03 million

Source: Ponemon Institute, 2017

“There are two types of companies: those that have been hacked,
and those who don't know they have been hacked.”

John Chambers
CEO, Cisco Systems
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Sources of Cloud Security Risk logicworks

Q1: Are we investing optimally in security today to adequately control financial risk?

High financial risk of
cyber attacks and
Poor visibility non-compliance
into IT security
budgets and
benchmarks

Traditional security
tools & processes
don’t fit in cloud

Lack of cloud
experience in IT
department
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Attendee Poll - | | g Iogicworks%

Q1: Are we investing optimally in security today to adequately control financial risk?

What percentage of IT spend is security?
a) 0-5%

b) 5-10%

c) 10-15%

d) 15%+

e) Don’t Know
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|ndustry Benchmarks - logicworks

Q1: Are we investing optimally in security today to adequately control financial risk?

2-5 | Forrester’s tech budget benchmarks for distribution by tech management function, 2016

versus 2015
100% 100%
[l Operations specific to your industry Table 4. Median Budget and Percentage Allocated
B Website operations to Security by Year by Organization Size
B Network operat!ons IT Budget
Desktop operations Classification FY 2014 FY 2015 FY 2016 (Projected)
10% 11% Server and mainframe operations
B Information management and storage Large M-510M S1M-510M S10M-550M
B Application maintenance Medium $500K-$1M $1M $1M-$10M
Ml Application development, customization, Small $100K-$500K $100K-$500K $100K-$500K
and implementation
B Security % Budget for Security
Business continuity and disaster recovery Classification FY 2014 FY 2015 FY 2016 (Projected)
296 7% Research and development of emerging Large 4%-6% 4%-6% 79-9%
technologies -
L 109% Tech management leadership (CIO or Sechn A%-6% 4%-6% 7%-9%
Total US firms, Total US firms., equivalent and direct reports) Small 3%-4% 4%-6% 6%-7%
2016 20157

Source: SANS Institute, 2016
Base: 1,284 US budget decision-makers

"Base: 1,142 US budget decision-makers

Source: Forrester's Global Business Technographics® Budgets Survey, 2015
"Source: Forrester's Business Technographics Global Budgets Survey, 2014
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Cloud Security Spend Diétributi’on logicworks

Q1: Are we investing optimally in security today to adequately control financial risk?

Logicworks Customer Security Spend Distribution
100% //-—o
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Percentage of Logicworks Customers

Security Spend as Percentage of Cloud Consumption

Source: Logicworks, 2017
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Cloud Expense Trends frdm Our Clients Iogicworks%

Q1: Are we investing optimally in security today to adequately control financial risk?

Total Amazon Web Services Spend

Does security spend
grow and shrink with
workload spend?

Cost ($)

Source: Logicworks, 2017
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Unpredictab_le-CIoud Cosfs . Iogicworks%

Q2: What causes deviation in infrastructure spend?

ACTIONS:

« Understand the causes of unpredictable infrastructure spend
 Invest in methods to track and control infrastructure spend

« Collaborate with IT to develop proper alerts and “caps”
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Unpredictab_le-CIoud Cosfs . Iogicworks%

Q2: What causes deviation in infrastructure spend?

ACTIONS:

« Understand the causes of unpredictable infrastructure spend
 Invest in methods to track and control infrastructure spend

« Collaborate with IT to develop proper alerts and “caps”

CASE STUDIES:

X & <D

Large Travel Healthcare SaaS Enterprise Software
Website Company Company
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Case Study 1- /| | logicworks %

Q2: What causes deviation in infrastructure spend?

X

Large Travel

Hackers Monetize Mistake with SOLUTION: Website

Bitcoin Mining Infrastructure - Proprietary scanners

SITUATION: * Prompt communication
. i K
« Exposed API| Key Avoid $500K / day

* A hacker took advantage within hours
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Case Study 2- /| | logicworks %

Q2: What causes deviation in infrastructure spend? lﬂ'
Uncontrolled Development SOLUTION: Healicaro SaaS

Resulted in Excessive Spending . Performed cost analysis

SITUATION: « No pruning of storage—> TBs unattached
EBS volumes

* Dev team given free rein in AWS _ _
» Security restricted roles for developers, so

» Compute costs exceed budget that company’s central IT had to approve
° StOrage cost Strategy miSSing new resources
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Case Study 2- /| . | logicworks

Q2: What causes deviation in infrastructure spend? lﬂl

Total Amazon Web Services Spend Healthcare SaaS

- Company
50 I
50K
—
e R
I —
50K
@ 40k
¢
-
4
[~}
L
30K
20K+
10k
Aug 2016 Sep 2016 Oct 2016 Nov 2016 Dec 2016 Jan 2017 Feb 2017 Mar 2017 Apr 2017 May 2017 Jun 2017 Jul 2017

Months
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Case Study: Enterprise Sbftware Corhpany logicworks %

Q2: What causes deviation in infrastructure spend? </>

. . . Enterprise Software
Communication Failure Company
Between Finance and IT SOLUTION:
SITUATION: » Logicworks implemented controls to

» Finance team purchased Reserved force” engineers to use Rls

Instances (RIs) « Set up notifications for “regular” On-
« No controls to enforce use of Rls Demand Instances
« $54,000 loss in a single month » Set up spend thresholds so that

engineers could not spend more than a
certain budget
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Accountability- . Iogicworks%

Q3: How does consumption-based billing affect my cost management strategy?

ACTIONS:

« Use tagging (informs Activity-Based Costing by BU or department)
« Use cloud management platform (CMP)
« Partner with AWS services firm to help you see around corners
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Activity-Based-Costing . logicworks %

Q3: How does consumption-based billing affect my cost management strategy?

Activity-Based Costing (ABC) AWS allows per second billing,
An approach to the costing and monitoring of empowering very precise store,
activities which involves tracing resource compute and network cost
consumption and costing final outputs. allocations.

Resources are assigned to activities, and
activities to cost objects based on
consumption estimates.

Source: Chartered Institute of Management Accountants (CIMA)
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Accountability- - logicworks

Q3: How does consumption-based billing affect my cost management strategy?

amazon
Greetings from Amazon Web Services, SOI Ution #1 : Reso u rce Tag g i n g

We'ra writing to provida you with an elactronic invoice for your use of AWS sarvicas. Your account
will ba charged $ 135.38 . Additiona! information regarding your bill, individual sarvice chamgs

datails, and your account history ars svailable on the Account Summary Pags. [ ] Ta g eve ryth ing u Si n g a uto m ati O n

Account ID Invoice No Statement Date Payment
Due Date M M
- .- 7758303 08/03/2010 09/03/2010 ¢ G et d eta I |ed bl | |S

Service Provider

D Ty ety * Receive bills broken down by
department / team

Sasttle WA 98108-5210

Billing Period: Aug 1 - Aug 31, 2010 . .
Service Name _ AmountOus  Assign expenses to the right
C o .
AWS Data Transfar L $1.89
Amazon Simple Storage Sarvics ( | $41.34 sources
Amazon SimpleDB \ $6.75
Amazon Simple Notification Sa*v»:a\/b\ $0.00
Amazon Elastic Computa Cloud \] 3
Amazon Simpls Queus Sarvica

T Not helpfull ]

'Total duein USDollars

»anx VAT mvace

A

All wab sarvices ars sold by Amazon Wab Services LLC.

The above chargss includs charges incurrad by your account as well as by all accounts you ars
responsibla for through Consolidstad Billing.

For customars who naad to ramit consumption tax in Japan, the Account Summary Pags provides
details of sarvicas from Japan.
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Accountability- . logicworks

Q3: How does consumption-based billing affect my cost management strategy?

M Production [ Development [l Staging [ Research Solution #2: Use Cloud Management Platform
BO0K —j === ===
« Empower your team with real-time
O cost dashboard
* Encourage IT to slice and dice
~ 200K - . . . .
2 information to find potential cost
= .
O
8 oo . savings
 Automate regular cost reports to
0- key stakeholders
-100K T T
May 2016 Jul 2016 Sep 2016

Months  Source: CloudHealth, a
Logicworks Partner
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Accountability- . Iogicworks%

Q3: How does consumption-based billing affect my cost management strategy?

@ @ Solution #3: Partner with Cloud Experts
* Leverage consultants to help establish

_ mature cloud security practice
Cloud Migration Cloud Automation
» Qutsource cloud management to reduce

risk of employee error, unexpected costs,
mitigate high cost of hiring qualified staff

* Leverage 3 party automation, scanners,
alerts to keep cloud on-track

24/7 Management Cloud Security

logicworks %
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Review > - logicworks %

Topic we covered today include:

1. Are we Investing enough in security today to adequately control
financial risk?

2. What causes deviations in cloud spend? How can security help
control or predict those deviations?

3. How does consumption billing affect our accounting & security
strategy?

©2017 Logicworks. All rights reserved. 25




Thank You! . & o

Matthew Sharp %
LinkedIn: https://www.linkedin.com/in/matthewsharp/

logicworks
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